Stream: Independent Submission

RFC: 9383

Category: Informational

Published: September 2023

ISSN: 2070-1721

Authors: T. Taubert  C. A. Wood
Apple Inc.

RFC 9383
SPAKE2+, an Augmented Password-Authenticated
Key Exchange (PAKE) Protocol

Abstract

This document describes SPAKE2+, a Password-Authenticated Key Exchange (PAKE) protocol run
between two parties for deriving a strong shared key with no risk of disclosing the password.
SPAKE2+ is an augmented PAKE protocol, as only one party has knowledge of the password. This
method is simple to implement, compatible with any prime-order group, and computationally
efficient.

This document was produced outside of the IETF and IRTF and represents the opinions of the
authors. Publication of this document as an RFC in the Independent Submissions Stream does not
imply endorsement of SPAKE2+ by the IETF or IRTFE.

Status of This Memo

This document is not an Internet Standards Track specification; it is published for informational
purposes.

This is a contribution to the RFC Series, independently of any other RFC stream. The RFC Editor
has chosen to publish this document at its discretion and makes no statement about its value for
implementation or deployment. Documents approved for publication by the RFC Editor are not
candidates for any level of Internet Standard; see Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc9383.

Copyright Notice

Copyright (c) 2023 IETF Trust and the persons identified as the document authors. All rights
reserved.

Taubert & Wood Informational Page 1


https://www.rfc-editor.org/rfc/rfc9383
https://www.rfc-editor.org/info/rfc9383

RFC 9383

spake2plus

September 2023

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document.

Table of Contents

1.
2.

NG NS, BTN

Introduction

Requirements Notation

. Definition of SPAKE2+

3.1. Protocol Overview
3.2. Offline Registration
3.3. Online Authentication

3.4. Key Schedule and Key Confirmation

. Ciphersuites
. IANA Considerations
. Security Considerations

. References

7.1. Normative References

7.2. Informative References

Appendix A. Protocol Flow

A.l. Prover

A.2. Verifier

A.3. Transcript Computation
A.4. Key Schedule Computation

A.5. Protocol Run

Appendix B. Algorithm Used for Point Generation

Appendix C. Test Vectors

Acknowledgements

Authors' Addresses

Taubert & Wood

Informational

o o U1 U1 o b W

11
11
11
11
12

13
13
13
14
14
14
15
17
25
25

Page 2


https://trustee.ietf.org/license-info

RFC 9383 spake2plus September 2023

1. Introduction

This document describes SPAKE2+, a Password-Authenticated Key Exchange (PAKE) protocol run
between two parties for deriving a strong shared key with no risk of disclosing the password.
SPAKE2+ is an augmented PAKE protocol, as only one party makes direct use of the password
during the execution of the protocol. The other party only needs a record corresponding to the
first party's registration at the time of the protocol execution instead of the password. This record
can be computed once, during an offline registration phase. The party using the password
directly would typically be a client and would act as a Prover, while the other party would be a
server and would act as a Verifier.

The protocol is augmented in the sense that it provides some resilience against the compromise
or extraction of the registration record. The design of the protocol forces the adversary to
recover the password from the record to successfully execute the protocol. Hence, this protocol
can be advantageously combined with a salted Password Hashing Function to increase the cost
of the recovery and slow down attacks. The record cannot be used directly to successfully run the
protocol as a Prover, making this protocol more robust than balanced PAKEs, which don't benefit
from Password Hashing Functions to the same extent.

This augmented property is especially valuable in scenarios where the execution of the protocol
is constrained and the adversary cannot query the salt of the Password Hashing Function ahead
of the attack. For example, a constraint may be when physical proximity through a local network
is required or when a first authentication factor is required for initiation of the protocol.

This document has content split out from a related document, [RFC9382], which specifies
SPAKE2. SPAKE2? is a symmetric PAKE protocol, where both parties have knowledge of the
password. SPAKE2+ is the asymmetric or augmented version of SPAKE2, wherein only one party
has knowledge of the password. SPAKE2+ is specified separately in this document because the
use cases for symmetric and augmented PAKEs are different and therefore warrant different
technical specifications. Neither SPAKE2 nor SPAKE2+ was selected as the result of the Crypto
Forum Research Group (CFRG) PAKE selection competition. However, this password-based key
exchange protocol appears in [TDH] and is proven secure in [SPAKE2P-Analysis]. It is compatible
with any prime-order group and relies only on group operations, making it simple and
computationally efficient. Thus, it was felt that publication was beneficial to make the protocol
available for wider consideration.

This document was produced outside of the IETF and IRTF and represents the opinions of the
authors. Publication of this document as an RFC in the Independent Submissions Stream does not
imply endorsement of SPAKE2+ by the IETF or IRTF.
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2. Requirements Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

3. Definition of SPAKE2+

Let G be a group in which the computational Diffie-Hellman (CDH) problem is hard. Suppose G
has order p*h where p is a large prime; h will be called the cofactor. Let I be the unit element in
G, e.g., the point at infinity if G is an elliptic curve group. We denote the operations in the group
additively. We assume that there is a representation of elements of G as byte strings: common
choices would be SEC 1 uncompressed or compressed [SEC1] for elliptic curve groups or big-
endian integers of a fixed (per-group) length for prime field DH. We fix a generator P of the
(large) prime-order subgroup of G. P is specified in the document defining the group, and so we
do not repeat it here.

| | denotes concatenation of strings. We also let len(S) denote the length of a string in bytes,
represented as an eight-byte little-endian number. Finally, let nil represent an empty string, i.e.,
len(nil) = 0.

KDF is a key derivation function that takes as input a salt, input keying material (IKM), info
string, and derived key length L to derive a cryptographic key of length L. MAC is a Message
Authentication Code algorithm that takes a secret key and message as input to produce an
output. Let Hash be a hash function from arbitrary strings to bit strings of a fixed length.
Common choices for Hash are SHA256 or SHA512 [RFC6234]. Section 4 specifies variants of KDF,
MAC, and Hash suitable for use with the protocols contained herein.

Let there be two parties, a Prover and a Verifier. Their identities, denoted as idProver and
idVerifier, may also have digital representations such as Media Access Control addresses or other
names (hostnames, usernames, etc.). The parties may share additional data (the context) separate
from their identities, which they may want to include in the protocol transcript. One example of
additional data is a list of supported protocol versions if SPAKE2+ were used in a higher-level
protocol that negotiates the use of a particular PAKE. Another example is the inclusion of the
application name. Including these data points would ensure that both parties agree upon the
same set of supported protocols and therefore prevents downgrade and cross-protocol attacks.
Specification of precise context values is out of scope for this document.
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3.1. Protocol Overview

SPAKE2+ is a two-round protocol that establishes a shared secret with an additional round for
key confirmation. Prior to invocation, both parties are provisioned with information such as the
input password needed to run the protocol. The registration phase may include communicating
identities, protocol version, and other parameters related to the registration record; see Section
3.2 for details.

During the first round, the Prover sends a public share, shareP, to the Verifier, which in turn
responds with its own public share, shareV. Both parties then derive a shared secret used to
produce encryption and authentication keys. The latter are used during the second round for key
confirmation. (Section 3.4 details the key derivation and confirmation steps.) In particular, the
Verifier sends a key confirmation message, confirmV, to the Prover, which in turn responds with
its own key confirmation message, confirmP. (Note that shareV and confirmV MAY be sent in the
same message.) Both parties MUST NOT consider the protocol complete prior to receipt and
validation of these key confirmation messages.

A sample trace is shown below.

Prover Verifier

(registration)

|
|
|
(set up the protocol) |
|
|
|

(compute shareP) shareP
|emerererecececccmcnsscnas= >
| shareV (compute shareV)
e |
| (derive secrets) | (compute confirmV)
| confirmV
o= caeee |

(compute confirmP) | confirmP

3.2. Offline Registration

The registration phase computes the values w0 and w1, as well as the registration record L=w1*P.
w0 and w1 are derived by hashing the password pw with the identities of the two participants.
w0 and the record L are then shared with the Verifier and stored as part of the registration
record associated with the Prover. The Prover SHOULD derive w0 and w1 from the password
before the protocol begins. Both w0 and w1 are derived using a function with range [0, p-1],
which is modeled as a random oracle in [SPAKE2P-Analysis].

The registration phase also produces two random elements, M and N, in the prime-order
subgroup of G. The algorithm for selecting M and N is defined in Appendix B. Importantly, this
algorithm chooses M and N such that their discrete logs are not known. Precomputed values for
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M and N are listed in Section 4 for each group. Applications MAY use different M and N values,
provided they are computed, e.g., using different input seeds to the algorithm in Appendix B, as
random elements for which the discrete log is unknown.

Applications using this specification MUST define the method used to compute w0 and w1. For
example, it may be necessary to carry out various forms of normalization of the password before
hashing [RFC8265]. This section contains requirements and default recommendations for
computing w0 and wl.

The RECOMMENDED method for generating w0 and w1 is via a Password-Based Key Derivation
Function (PBKDF), which is a function designed to slow down brute-force attackers. Brute-force
resistance may be obtained through various computation hardness parameters such as memory
or CPU cycles and are typically configurable. The scrypt [RFC7914] function and the Argon2id
[RFCI9106] function are common examples of PBKDFs. Absent an application-specific profile,
RECOMMENDED parameters (N, r, p) for scrypt are (32768,8,1), and RECOMMENDED parameters
for Argon2id are in Section 4 of [RFC9106].

Each half of the output of the PBKDF will be interpreted as an integer and reduced modulo p. To
control bias, each half must be of length at least ceil(log2(p)) + k bits, with k >= 64. Reducing such
integers mod p gives bias at most 2A-k for any p; this bias is negligible for any k >= 64.

The minimum total output length of the PBKDF then is 2 * (ceil(log2(p)) + k) bits. For example,
given the prime order of the P-256 curve, the output of the PBKDF SHOULD be at least 640 bits or
80 bytes.

Given a PBKDF, password pw, and identities idProver and idVerifier, the RECOMMENDED method
for computing w0 and w1 is as follows:

wls || wls = PBKDF(len(pw) || pw ||
len(idProver) || idProver ||
len(idVerifier) || idVerifier)
wo
w1

wBs mod p
wls mod p

If an identity is unknown at the time of computing w0s or wls, its length is given as zero and the
identity itself is represented as an empty octet string. If both idProver and idVerifier are
unknown, then their lengths are given as zero and both identities will be represented as empty
octet strings. idProver and idVerifier are included in the transcript TT as part of the protocol
flow.

3.3. Online Authentication

The online SPAKE2+ protocol runs between the Prover and Verifier to produce a single shared
secret upon completion. To begin, the Prover selects x uniformly at random from the integers in
[0, p-1], computes the public share shareP=X, and transmits it to the Verifier.
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x <- [0, p-1]
X = X*P + w@*M

Upon receipt of X, the Verifier checks the received element for group membership and aborts if X
is not in the large prime-order subgroup of G; see Section 6 for details. The Verifier then selects y
uniformly at random from the integers in [0, p-1], computes the public share shareV=Y, and
transmits it to the Prover. Upon receipt of Y, the Prover checks the received element for group
membership and aborts if Y is not in the large prime-order subgroup of G.

y <- [0, p-1]
Y = y*P + wO*N

Both participants compute Z and V; Z and V are then shared as common values. The Prover
computes:

h*x*(Y - wO*N)
h*w1*(Y - wo*N)

The Verifier computes:

h*y*(X - wo*M)
hxy*L

N
1n

The multiplication by the cofactor h prevents small subgroup confinement attacks. All proofs of
security hold even if the discrete log of the fixed group element N is known to the adversary. In
particular, one MAY set N=I, i.e., set N to the unit element in G.

It is essential that both Z and V be used in combination with the transcript to derive the keying
material. The protocol transcript encoding is shown below.

TT = len(Context) || Context
|| len(idProver) || idProver
|| len(idVerifier) || idVerifier
|| len(M) || M
|l len(N) || N
|| len(shareP) || shareP
|| len(shareV) || shareV
|| len(z) || Z
II len(V) || V

len(wB) || we
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Context is an application-specific customization string shared between both parties and MUST
precede the remaining transcript. It might contain the name and version number of the higher-
level protocol, or simply the name and version number of the application. The context MAY
include additional data such as the chosen ciphersuite and PBKDF parameters like the iteration
count or salt. The context and its length prefix MAY be omitted.

If an identity is absent, its length is given as zero and the identity itself is represented as an
empty octet string. If both identities are absent, then their lengths are given as zero and both are
represented as empty octet strings. In applications where identities are not implicit, idProver and
idVerifier SHOULD always be non-empty. Otherwise, the protocol risks unknown key-share
attacks (discussion of unknown key-share attacks in a specific protocol is given in [RFC8844]).

Upon completion of this protocol, both parties compute shared secrets K_main, K_shared,
K_confirmP, and K_confirmV as specified in Section 3.4. The Verifier MUST send a key
confirmation message, confirmV, to the Prover so both parties can confirm that they agree upon
these shared secrets. After receipt and verification of the Verifier's confirmation message, the
Prover MUST respond with its confirmation message. The Verifier MUST NOT send application
data to the Prover until it has received and verified the confirmation message. Key confirmation
verification requires recomputation of confirmP or confirmV and checking for equality against
the data that was received.

3.4. Key Schedule and Key Confirmation

The protocol transcript TT, as defined in Section 3.3, is unique and secret to the participants. Both
parties use TT to derive the shared symmetric secret K_main from the protocol. The length of
K_main is equal to the length of the digest output, e.g., 256 bits for Hash() = SHA-256. The
confirmation keys K_confirmP and K_confirmV, as well as the shared key K_shared, are derived
from K_main.

K_main = Hash(TT)
K_confirmP || K_confirmV = KDF(nil, K_main, "ConfirmationKeys")
K_shared = KDF(nil, K_main, "SharedKey")

Neither K_main nor its derived confirmation keys are used for anything except key derivation
and confirmation and MUST be discarded after the protocol execution. Applications MAY derive
additional keys from K_shared as needed.

The length of each confirmation key is dependent on the MAC function of the chosen ciphersuite.
For HMAC, the RECOMMENDED key length is equal to the output length of the digest output, e.g.,
256 bits for Hash() = SHA-256. For CMAC-AES, each confirmation key MUST be of length k, where
k is the chosen AES key size, e.g., 128 hits for CMAC-AES-128.

Both endpoints MUST employ a MAC that produces pseudorandom tags for key confirmation.
K_confirmP and K_confirmV are symmetric keys used to compute tags confirmP and confirmV
over the public key shares received from the other peer earlier.
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Once key confirmation is complete, applications MAY use K_shared as an authenticated shared
secret as needed. For example, applications MAY derive one or more keys and nonces from

K _shared, for use with Authenticated Encryption with Associated Data (AEAD) and subsequent
application data encryption.

4. Ciphersuites

This section documents SPAKE2+ ciphersuite configurations. A ciphersuite indicates a group,
cryptographic hash algorithm, and pair of KDF and MAC functions, e.g., P256-SHA256-HKDF-
HMAC-SHA256. This ciphersuite indicates a SPAKE2+ protocol instance over P-256 that uses
SHA256 along with HKDF [RFC5869] and HMAC [RFC2104] for G, Hash, KDF, and MAC functions,
respectively. Since the choice of PBKDFE, its parameters for computing w0 and w1, and the
distribution of w0 and w1 do not affect interoperability, the PBKDF is not included as part of the

ciphersuite.

If no MAC algorithm is used in the key confirmation phase, its respective column in Table 1 can

be ignored and the ciphersuite name will contain no MAC identifier.

G

P-256

P-256

P-384

P-384

P-521

edwards25519

edwards448

P-256

P-256
Table 1

Hash
SHA256 [RFC6234]
SHA512 [RFC6234]
SHA256 [RFC6234]
SHA512 [RFC6234]
SHA512 [RFC6234]
SHA256 [RFC6234]
SHA512 [RFC6234]
SHA256 [RFC6234]

SHAS512 [RFC6234]

KDF
HKDF-SHA256 [RFC5869]
HKDF-SHA512 [RFC5869]
HKDF-SHA256 [RFC5869]
HKDF-SHA512 [RFC5869]
HKDF-SHA512 [RFC5869]
HKDF-SHA256 [RFC5869]
HKDF-SHA512 [RFC5869]
HKDF-SHA256 [RFC5869]

HKDF-SHA512 [RFC5869]

MAC
HMAC-SHA256 [RFC2104]
HMAC-SHAS512 [RFC2104]
HMAC-SHA256 [RFC2104]
HMAC-SHA512 [RFC2104]
HMAC-SHAS512 [RFC2104]
HMAC-SHA256 [RFC2104]
HMAC-SHAS512 [RFC2104]
CMAC-AES-128 [RF(C4493]

CMAC-AES-128 [RF(C4493]

The following points represent permissible point generation seeds for the groups listed in Table
1, using the algorithm presented in Appendix B. These byte strings are compressed points as in

[SEC1] for curves from [SEC1] and [RFC8032]. Note that these values are identical to those used in

the companion SPAKE2 specification [RFC9382].
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For P-256:

M =
02886e2f97aced6e55ba9dd7242579f2993b64e16ef3dcab95afd497333d8fa12f
seed: 1.2.840.10045.3.1.7 point generation seed (M)

N =
03d8bbd6c639c62937b04d997f38¢c3770719¢629d7014d49a24b4f98baa1292b49
seed: 1.2.840.10045.3.1.7 point generation seed (N)

For P-384:

M =
030ff0895ae5ebf6187080a82d82b42e2765e3b218749c7eB5ebal366434b363d3dc
36115314739074d2eb8613fceec2853

seed: 1.3.132.0.34 point generation seed (M)

N =
02c72cf2e390853a1c1c4ad816a621fd15824f560789181f431922ca21518f9¢c543bb
252¢5490214cf9aa3fBbaab4b665c10

seed: 1.3.132.0.34 point generation seed (N)

For P-521:

M =
02003f06138131b2ba2600791e82488e8d20ab889af753a41806c5db18d37d85608
cfaeB6b82e4a72cd744c719193562a653ea1f119eef9356907edc9b56979962d7aa
seed: 1.3.132.0.35 point generation seed (M)

N =

0200c7924b9ecB1713094562894336a53¢c50167ba8c5963876880542bc669e494b25

32d76¢c5b53dfb349fdf69154b9e0048c58a42e8edB4cef052a3bc349d95575¢cd25
seed: 1.3.132.0.35 point generation seed (N)

For edwards25519:

M =
d048032c6eabb6d697ddc2e86bda85a33adac920f1bf18e1bBcbd166a5cecdaf
seed: edwards25519 point generation seed (M)

N =
d3bfb518f4413430f29d06c92af503865a1ed3281dc69b35dd868ba85f886¢c4ab
seed: edwards25519 point generation seed (N)

For edwards448:
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M =
b6221038a775ecd007a4e4dde39fd76ae91d3cfBcc92be8fOc2fabdbb66f9a12
94215a92646109152292464f3e63d354701c7848d9fc3b8880

seed: edwards448 point generation seed (M)

N =
6034c65b66e4cd7a49bBedec3e3c9ccc4588afd8cf324e29f0a84a072531c4db
f97ff9af195ed714a689251f08f8e06e2d1f24a0ffcB146600

seed: edwards448 point generation seed (N)

5. IANA Considerations

This document has no IANA actions.

6. Security Considerations

SPAKE2+ appears in [TDH] and is proven secure in [SPAKE2P-Analysis].

The ephemeral randomness used by the Prover and Verifier MUST be generated using a
cryptographically secure Pseudorandom Number Generator (PRNG).

Elements received from a peer MUST be checked for group membership: failure to properly
deserialize and validate group elements can lead to attacks. An endpoint MUST abort the protocol
if any received public value is not a member of the large prime-order subgroup of G.
Multiplication of a public value V by the cofactor h will yield the identity element I whenever V is
an element of a small-order subgroup. Consequently, the Prover and Verifier MUST abort the
protocol upon receiving any value V such that V*h = I. Failure to do so may lead to subgroup
confinement attacks.
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10.17487/RFC9106, September 2021, <https://www.rfc-editor.org/info/rfc9106>.

Appendix A. Protocol Flow

This section describes the flow of the SPAKE2+ protocol, including computations and mandatory
checks performed by the Prover and Verifier. The constants M, N, P, p, and h are defined by the

chosen ciphersuite.

A.1. Prover

The Prover implements two functions, ProverInit and ProverFinish, which are described below.

def ProverInit(w@):
// Compute Prover key share
x <- [0, p-1]
X = X*P + wO*M
return (x, X)

def ProverFinish(we, w1, x, Y):
if not_in_subgroup(Y):
raise "invalid input"

// Compute shared values
Z = h*x*(Y - we*N)
V = h*wl*(Y - w@*N)

return (Y, Z, V)

A.2. Verifier

The Verifier implements a single function, VerifierFinish, which is described below.

def VerifierFinish(we, L, X):
if not_in_subgroup(X):
raise "invalid input"

// Compute Verifier key share
y <- [0, p-1]
Y = y*P + wo*N

// Compute shared values
Z = h*y*(X - wo*M)
V = h*y*L

return (Z, V)
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A.3. Transcript Computation

Both the Prover and the Verifier share the same function to compute the protocol transcript,
ComputeTranscript, which is described below.

def ComputeTranscript(Context, idProver, idVerifier,
shareP, shareV, Z, V, w0):

TT = len(Context) || Context
|| len(idProver) || idProver
|| len(idVerifier) || idVerifier
|| len(M) [| M
|| len(N) || N
|| len(shareP) || shareP
|| len(shareV) || shareV
|| len(z) || Z
II len(V) || V

len(wB) || we

A.4. Key Schedule Computation

Both the Prover and the Verifier share the same function to compute the key schedule,
ComputeKeySchedule, which is described below.

def ComputeKeySchedule(TT):
K_main = Hash(TT)
K_confirmP || K_confirmV = KDF(nil, K_main, "ConfirmationKeys")
K_shared = KDF(nil, K_main, "SharedKey")
return K_confirmP, K_confirmV, K_shared

A.5. Protocol Run

A full SPAKE2+ protocol run initiated by the Prover will look as follows, where Transmit and
Receive are shorthand for sending and receiving a message to the peer:
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Prover(Context, idProver, idVerifier, we, w1):

(x, X) = ProverInit(we)

Transmit(X)

Y = Receive()

(Z, V) = ProverFinish(w@, w1, x, Y)

TT = ComputeTranscript(Context, idProver, idVerifier, X, Y,

Z, V, we)

(K_confirmP, K_confirmV, K_shared) = ComputeKeySchedule(TT)

expected_confirmV = MAC(K_confirmV, X)

confirmV = Receive()

if not_equal_constant_time(expected_confirmV, confirmV):
raise "invalid confirmation message"

confirmP = MAC(K_confirmP, Y)
Transmit(confirmP)

return K_shared

Verifier(Context, idProver, idVerifier, w@, L):
X = Receive()
(Y, Z, V) = VerifierFinish(w@, L, X)
Transmit(Y)
TT = ComputeTranscript(Context, idProver, idVerifier, X, VY,
Z, V, we)
(K_confirmP, K_confirmV, K_shared) = ComputeKeySchedule(TT)
confirmV = MAC(K_confirmV, X)
Transmit(confirmV)

expected_confirmP = MAC(K_confirmP, Y)

confirmP = Receive()

if not_equal_constant_time(expected_confirmP, confirmP):
raise "invalid confirmation message"

return K_shared

Appendix B. Algorithm Used for Point Generation

This section describes the algorithm that was used to generate the points M and N in Table 1
(Section 4). This algorithm produces M and N such that they are indistinguishable from two
random points in the prime-order subgroup of G, where the discrete log of these points is
unknown. See [SPAKE2P-Analysis] for additional details on this requirement.

For each curve in Table 1, we construct a string using the curve OID from [RFC5480] (as an ASCII
string) or its name, combined with the needed constant -- for instance, "1.3.132.0.35 point
generation seed (M)" for P-521. This string is turned into a series of blocks by hashing with
SHA256, and hashing that output again to generate the next 32 bytes, and so on. This pattern is
repeated for each group and value, with the string modified appropriately.

A byte string of length equal to that of an encoded group element is constructed by concatenating
as many blocks as are required, starting from the first block, and truncating to the desired
length. The byte string is then formatted as required for the group. In the case of Weierstrass
curves, we take the desired length as the length for representing a compressed point (Section
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2.3.4 of [SEC1]) and use the low-order bit of the first byte as the sign bit. In order to obtain the
correct format, the value of the first byte is set to 0x02 or 0x03 (clearing the first six bits and
setting the seventh bit), leaving the sign bit as it was in the byte string constructed by
concatenating hash blocks. For the curves described in [RFC8032], a different procedure is used.
For edwards448, the 57-byte input has the least-significant 7 bits of the last byte set to zero, and
for edwards25519, the 32-byte input is not modified. For both of the curves described in
[RFC8032], the (modified) input is then interpreted as the representation of the group element. If
this interpretation yields a valid group element with the correct order (p), the (modified) byte
string is the output. Otherwise, the initial hash block is discarded and a new byte string
constructed from the remaining hash blocks. The procedure for constructing a byte string of the
appropriate length, formatting it as required for the curve, and checking to see if it is a valid
point of the correct order is repeated until a valid element is found.

The following Python snippet generates the above points, assuming an elliptic curve
implementation following the interface of Edwards25519Point.stdbase() and
Edwards448Point.stdbase() in Appendix A of [RFC8032]:

def iterated_hash(seed, n):
h = seed
for i in range(n):
h = hashlib.sha256(h).digest()
return h

def bighash(seed, start, sz):
n=-(-sz // 32)
hashes = [iterated_hash(seed, i) for i in range(start, start + n)]
return b''.join(hashes)[:sz]

def canon_pointstr(ecname, s):

if ecname == 'edwards25519':

return s
elif ecname == 'edwards448':

return s[:-1] + bytes([s[-1] & 0x808])
else:

return bytes([(s[0] & 1) | 2]) + s[1:]

def gen_point(seed, ecname, ec):
for i in range(1, 1000):
hval = bighash(seed, i, len(ec.encode()))
pointstr = canon_pointstr(ecname, hval)

try:
p = ec.decode(pointstr)
if p != ec.zero_elem() and p * p.1() == ec.zero_elem():

return pointstr, i
except Exception:
pass
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Appendix C. Test Vectors

This section contains various test vectors for SPAKE2+. (The choice of PBKDF is omitted, and
values for w0 and w1 are provided directly.) All points are encoded using the uncompressed
format, i.e., with a 0x04 octet prefix, specified in [SEC1]. idProver and idVerifier identity strings
are provided in the protocol invocation.

[Context=b'SPAKE2+-P256-SHA256-HKDF-SHA256-HMAC-SHA256 Test Vectors

[idProver=b'client']

[idVerifier=b'server']

wl = Oxbb8elbbcf3c48f62c08db243652ae55d3e5586053fca77102994f23ad9549
1b3

w1l = 0x7e945f34d78785b8a3ef44dodf5a1a97d6b3b460409a345ca7830387a74b1
dba

L = 0x04eb7c9db3d9a9eb1f8adab81b5794c1f13ae3e225efbe91ea487425854c7f
c00foObfedchd09b2400142d40a14f2064ef31dfaa903b91d1faea7093d835966efd
X = 0xd1232c8e8693d02368976c174e2088851b8365d0d79a%¢eee709chab5a2fads
39

shareP = 0x04ef3bd051bf78a2234ec0df197f7828060fe9856503579bb17330090
42c15c0c1de127727f418b5966afadfdd95a6e4591d171056b333dab97a79¢c7193e3
41727

y = 0x717a72348a182085109c8d3917d6c43d59b224dc6a7fc4f0483232fa6516d8
b3

shareV = 0x04c0f65dabd11927bdf5d560c69e1d7d939a05b0e88291887d679fcad
ea75810fb5cc1ca7494db39e82ff2150665255d76173e09986ab46742c798a9a6843
7b048

Z = 0x04bbfce7dd7f277819c8da21544ath7964705569bdf12fb92aa388659408d5
0091a0c5f1d31271f56813b5337f9%e4e67e2cab633117a4fbd559946ab474356¢c41839
V = 0x0458bf27c6bcab11c9ce1930e8984a797a3419797b936629a5a937cf2f11c8
b9514b82b993da8a46e664f23db7cP1edc87faa530db01c2ee405230b18997f16b68
TT = 9x38000000000000005350414b45322b2d503235362d5348413235362d484b4
4462d5348413235362d484d41432d534841323536205465737420566563746172730
6000000000VVVVB636CcH69656740600000000000BVB7365727665724100000000000
00004886e2f97aced46e55ba9dd7242579f2993b64e16ef3dcab95afd497333d8fal12
f5ff355163e43ce224e0b0eb65ffB2ac8e5¢c7beB9419c785e0ca547d55a12e2d20410
00000000V 4d8bbd6c639c62937b04d997138¢c3770719¢c629d7014d49a24b4f9
8baa1292b4907d60aabbfade45008a6363371f5168c64d9bd36034808cd564490b1eb
56edbe7410000000000000004ef3bd051bf78a2234ec0df197f7828060fe98565035
79bb1733009042c15cOc1de127727f418b5966afadfdd95a6e4591d1710856b333dab
97a79¢7193e341727410000000000000004c0f65dadd11927bdf5d560c69e1d7d939
ab5b0e88291887d679fcadea75810fb5cc1ca7494db39e82ff2f50665255d76173e0
9986ab46742¢c798a9a68437b048410000000000000004bbfce7dd7f277819¢c8da215
44afb7964705569bdf12fb92aa388059408d50091a0c5f1d3127f56813b5337f%e4e
67e2cab633117a4fbd559946ab474356c4183941000000000000000458bf27c6bcand
1c9¢ce1930e8984a797a3419797b936629a5a937¢cf2f11c8b9514b82b993da8a46e66
4f23db7cB1edc87faa530db01c2ee405230b18997f16b682000000000000000bb8e1
bbcf3c48f62c08db243652ae55d3e5586053fca77102994f23ad95491b3

K_main = 0x4c59el1ccf2cfb961aa31bd9434478a1089b56cd11542f53d3576fb6c2
a438a29

K_confirmP = 0x871ae3f7b78445e34438fb284504240239031c39d80ac23eb5ab9
be5ad6db58a

K_confirmV = @xccd53c7c1fa37b64a462b40db8be101cedct838950162902054e6
44h400f1680
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HMAC(K_confirmP, shareV) = 0x926cc713504b9b4d76c9162ded04b5493e89109
f6d89462cd33adc46fda27527

HMAC (K_confirmV, shareP) = 0x9747bcc4f8fe9f63defee53ac9b07876d907d55
047e6ff2def2e7529089d3e68

K_shared = 0x0c5f8ccd1413423a54f6c1fb26ff01534a871893779c6e68666d772
bfd91f3e7

[Context=b'SPAKE2+-P256-SHA512-HKDF-SHA512-HMAC-SHA512 Test Vectors

[idProver=b'client']

[idVerifier=b'server']

wl = Bx1cc5207d6e34b8f7828206fb64b86aa9c712bc952abf251bb9f5856b24d8c
8cc

w1l = 0x4279649e62532b01dc27d2ed39100ba350518fb969672061ab1edce752d0e
672

L = 0x043a348ad475d2200d46df876f1eb2e136056da31dafff52cc7762bf3be84d
e0097c4e69b0b9321326af1fBaf4a14561a9c7b640cb5afd6822d14ch34830fc4511
X = 0xb586ab83f175c1a2b56b6a1b6a283523f88a9%befcf11e22efb48e2ee1feb9a
23

shareP = 0x04a7928c4b47f6b8657a5b8ebch6f1bd266192e152fb9745a4180¢946
57a2f323b4d50d536c0325cdbBec42c9bd8db8d7af3ff6dc85edb4b5365375¢c62e09
def4a

y = Oxac1fb828f041782d452ea9ccBBc3fa34a55fa8f7f98c04be45a3d607b092d4
41

shareV = 0x04498c29e37dbd53ebf8db76679901d908c6be3af57f46ac3025b32420
839f0489c6c3bbbf5ddc8ecbc3d7¢c83d0891ad814a0Bad23ebal3197¢c9d96a5b1027
5e35d

Z = 0x04a81e31be54283cee81bf7bdc877764bb6b2ac6a399f1176380aac8a82172¢c
18051aa17dfcf438896ad253f53b52cd45ec2¢7399488a919bcfcfeccd261cbf5284
V = 0x04deBa53f96chbedabcd31c1eBa23eabf169¢c162dc5a007393c8fcddd2abd5sd
518bb2d9734b1d2dfce3fd916e991ab9dc3a2760d439c083eb39b65408857d2bb4aa
TT = 9x38000000000000005350414b45322b2d503235362d5348413531322d484b4
4462d5348413531322d484d41432d534841353132205465737420566563746172730
60000000VVVVVB636Cc69656e740600000000000BVB7365727665724100000000000
00004886e2f97ace46e55ba9dd7242579f2993b64e16ef3dcab95afd497333d8fal12
f5ff355163e43ce224e0b0eb65ffB2ac8e5¢c7beB9419c785e0cas547d55a12e2d20410
00000000V 4d8bbd6c639c62937b04d997138¢c3770719¢c629d7014d49a24b4f9
8baa1292b4907d60aabbfade45008a6363371f5168c64d9bd36034808cd564490b1e6
56edbe7410000000000000004a7928c4b47f6b8657a5b8ebcb6f1bd266192e152fb9
745a4180¢c94657a21323b4d50d536c0325cdbBec42c9bd8db8d7af3ffedc85edb4b5s
365375c62e09def4a410000000000000004498¢c29e37dbd53ebf8db76679901d90¢c6
be3af57f46ac3025b32420839f0489c6c3bb6bf5ddc8ecbhec3d7¢c83d0891ad814ab0ad
23eba13197¢c9d96a5b10275e35d410000000000000004a81e31be54283cee81bf7bd
c877764b6b2ac6a399f1176380aac8a82172¢c18051aa17dfcf438896ad253153b52¢
d45ec2c7399488a919bcfcfeccd261chbf5284410000000000000004deBa53f96cbes
abcd31c1eBa23eabf169c162dc5a007393c8fcddd2abd5d518bb2d9734b1d2dfcel3f
d916e991ab9dc3a2760d439¢c083eb39b65408857d2bb4aa20000000000000001cc52
07d6e34b8f7828206fb64b86aa9c712bc952abf251bb9f5856b24d8c8cc

K_main = 0x527613439c279a375c116342a4216a8d92441d2fe1921dd1e60f140b2
855916ccac7db4dbf22bd56e344a8cd506d08949bde1e9d83c24d68ff4246458dc14
288

K_confirmP = 0x0aa129d7b82067c2a9607677c9c4fdedc1cd7cfed9ff72c54cPae
bb2b1a8aa915b96834b2986725c6040852ceaafbb17d638a715198f795654eac89bf
0739878

K_confirmV = 0xa1f1038de30a8c12d43d06c27d362daa9699249e941faa2d5cbch
9a9683bf42aed9537818245677fdb54b5274506542994f4a83455f6d7b3af5ec017f
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aab8f61

HMAC(K_confirmP, shareV) = 0x6b2469b56cf8ac3f94a8d0b533380eabb3d0f46
b3e12ee82550d49e129¢c2412728c9437a64ee5f80c8cdc5e8a30faaBabdeb8a52513
46ba81bb6fc955b2304fc

HMAC(K_confirmV, shareP) = 0x154174fc278a935e290b3352ba877e179fa9281
cPa76928faea703¢c72d383b267511a5cf@84chbB7147efece94e3cfd91944e7baab85
6858fbebcB87167b0f409

K_shared = 0x11887659d9e002f34fabcc270d33570f001b2a3fc0522b643¢c07327
d09a4a9f47aab85813d13¢c585b53adf5ac9de5707114848f3dc31a4045f69a2¢cc197
2b098

[Context=b'SPAKE2+-P384-SHA256-HKDF-SHA256-HMAC-SHA256 Test Vectors

[idProver=b'client']

[idVerifier=b'server']

wl = 0x097a61cbblcee72bb654be96d80f46e0e3531151003903b572fc193f23377
2c23¢22228884a0d5447d0ab49a656ce1d2

w1l = Ox18772816140e6c3¢c3938a693c600b2191118a34c7956e1f1cd5b0d519b56e
a5858060966cfaf27679¢c9182129949e74f

L = 0x04f27dd5384d6b9beb4c5022¢c94b1978d632779e1d3abe458611e734a529d0o
04e25053398e5dc9eecaadffas59743ca7ddbcBe7ce69155295ch2b846da83eeba4449
0dd8e96bbObOf6645281bfd978dd5f6836561eaBd8b2¢c045ffB4cef2e5873d2¢c

x = 0x2f1bdbedal162ff2bebab293d3cd3ae95f663c53663378c7e18ee8f56a4a48b
00d31cePef43606548da485058f12e8e73

shareP = 0x049fb0404ca7ce71fb85d3aaa8fdo5faB54affac996135bc245149beB
9571e43e2bf76e00d6d52ac452b8224f6b9da31420a4f5e214b377546daad4d61das
cafcfdea59a5a92ebdb6b42da5d14663b8d1f9eb97050139ab89788eBada27b048fc
f

y = Oxbbcaf82404a16ed4fa73b183f703a8d969386f3d34f5e98b3a904e760512f1
1757f07dfcf87a2ada8fc6d028445bd53e

shareV = 0x0493b1c1f6a30eacd4ac4a15711e44640bae3576787627ee2541104298
1€94b2e9604b9374f66bb247bc431759212ef3faba20c087863b89efb32219e1337¢c
€94be2175f8ch9fd50cfOb84772717fd063c52b69de1229a01ab840b559932871f32e
d

Z = 0x048cd880e5147e49b42b5754c1bc6d2091ad414789bc3b030f2d787ea480f3
e35d0fa0do2doddo6fee7f242b702a2d984efd79¢c76d99ab35b99e359a205cea56bb
a8dd8f995c101a69a5157686d1cf6a7288d7cff2f2a9748db99b24f646ea7b37

V = 0x041c3c9cc38bB3aB6a49cf17cc5e7754cf1ccbbeofffcOoddf1a6e23f57294a
25d96f7da5cedacBab17¢c78502f2f235a5fcf2f76a62385434ed2b6e95521b41eff3
c4ce93ecf8fb32005dd76335d0a7c78153257288d7fde1a22d4041f5d73d068e2

TT = 9x38000000000000005350414b45322b2d503338342d5348413235362d484b4
4462d5348413235362d484d41432d534841323536205465737420566563746172730
60000000VVVVVB636CcH69656e74060000000000BBVB7365727665726100000000000
000040ff0895ae5ebf6187080a82d82b42e2765e3b2f8749¢c7e05eba366434b363d3
dc36115314739074d2eb8613fceec285397592¢55797cdd77¢c0715¢cb7df2150220a0
119866486af4234f390aad1fb6addde5930909adcb67a1fcOc99ba3d52dc5dd6100000
000000000B4c72cf2e390853a1c1c4ad816a62fd15824f56078918f43f922¢ca21518
f9¢c543bb252¢c5490214cf9aa3fBbaab4b665c10c38b7d7f4e71f320317cd717315a79
7c7e02933aef68b364cbf84ebc619bedbe21ff5c69eadf1fed5d7e3200418073F406
100000000000000049fb0404ca7ce71fb85d3aaa8fdo5faB54affac996135bc24514
9beB9571e43e2bf76e00d6d52ac452b8224f6b9da31420a4f5e214b377546daad4d6
1da5caBcfdea59a5a92ebdb6b42da5d14663b8d1f9eb97050139ab89788eBada27bo
48fcf61000000000000000493b1c1f6a30eacdacd4al5711e44640bae3576787627ee
25411042981e94b2e9604b9374f66bb247bc431759212ef3faBa20c087863b89efb3
2219e1337ce94be2175f8cb9fd50cfOb84772717fd063c52b69de1229a01ab840b55
993287132ed6100000000000000048cd880e5147e49b42b5754c1bc6d2091ad41478
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9bc3b030f2d787ea480f3e35d0fabd02doddo6fee7f242b702a2d984efd79¢c76d99a
b35b99e359a205cea56bba8dd8f995¢c101a69a5157686d1cf6a7288d7cff2f2a9748
db99b24f646ea7b376100000000000000041c3c9cc38bB3aB6a49cf17cc5e7754cf1
ccbbcofffcoddf1a6e23f57294a25d96f7da5cedacBab17¢785021f2f235a5fcf2f76
a62385434ed2b6e95521b41eff3c4ce93ecf8fb32005dd76335d0a7¢c78153257288d
7fde1a22d40415d73d068e23000000000000000097a61cbb1cee72bb654be96d8014
6e0e3531151003903b572fc193f233772¢c23¢22228884a0d5447d0ab49a656ce1d2

K_main = 0x61370f8bf65e0df7e9a7b2c2289beleed4b5dd6c21f4b85165730700c4
4ce30af

K_confirmP = 0x2c8940419d94e53d5d240801e702c4658531aa7a9f14ec75f0d67
f12fa84196¢c

K_confirmV = 0x8e74afe16c53a44590ad6bf43aa89324978b8f20014336675f618
387f99f3fdc

HMAC(K_confirmP, shareV) = 0x7ae825e242a5a1f86ad7db172c2c12fcb458b6a
2b1ddfc96b2b7cfd2eed5f7ab

HMAC(K_confirmV, shareP) = 0x1581062167d6a3d14493447cd170d408f6fdc58
e31225438db86214167426a7a

K_shared = 0x99758e838ae1a856589689fb55bbbefe4e2382eb6ebbecalab232a68
f9dco4cla

[Context=b'SPAKE2+-P384-SHA512-HKDF-SHA512-HMAC-SHA512 Test Vectors

[idProver=b'client']

[idVerifier=b'server']

wl = 0xb8d44a0982b88abe19b724d4bdatba8c90dc93130eBbf4f8062810992326d
a126fdo1db53e40250ca33a3ff302044cho

w1l = 0x2373e2071c3bb2a6d53ece57830d56T8080189816803c22375d6a4a514f9d
161b64d0fB5b97735b98b348f9b33cc2e30

L = 0x049ca7217ff6456bb2e2bcf71b31d9b1e5ed6eBc9700936ae617e9908cee87e
e1ce3a03629dd5532948¢c39b891f38b39f13c7f513c5bT1adaddf6533a4a8b02b9cdo4
e1b2a5db1f24ec5fe959198a19666037e04b768ccB2e75ac9danvB48736dbb6e5b

X = 0x5a835d52714f30d2ef539268b89df9558628400063dfabed1eb979066f4caf
409bbf7aab3ddddeal13f1b870a1827d3d4

shareP = 0x042f382eef464a2c9aecfdf4b81d25c4de2de113bab7405ce336¢c762¢
69217ae7e27bda875144140d7536c4ccO8b9b4dace5f872ab6a2ed571f34042688ad3c
5d446c187dcBcaf9cea812df3a4dd6fdbc64b9d7d7d7ff4bf6965abbbbeeb108d55e
e

y = 0xc883ee5b088cf7ba122038c279459ab1a730f85f2d624a02732d519faab56a4
98e773a8dec6c447ed02d5¢c00303a18bc4

shareV = 0x04d72e11eee332305062454c0ab58b8103a3304785d445510cd8d101e
9cb44cfb159cb7b72123abaf719ab1c42e0558c84¢c14b0886e8b446e4c880bff2f4b
291fafafc748cb4115824e66732bdeba7fae176388e228ab9d7546255994ca3fb5a5
2

Z = 0x043cb63f5fch573cf3e2ee4Bbcasbfbc1fO0ff2554caab3790329184c45ed69
c39b2e1323bc13c8f821b844feb5921b1470e7b3f70bd10508e5de6db157305badf8
20fa28d68742d8287fb201383a8deec70d5bcf2a61498a481290ed8cc94ab3ab

V = 0x0468604d188f4da560ddaaecel126abe4df5de255f8af093c7¢c3aff71f95d90
92804426127d73d46a817085e9095debbcf30733a5124a98f567148efe92a7134994
0c7244623247d33a8b78cbc9a53¢cd45bb224301f318a635084d1840c905f236¢8

TT = 9x38000000000000005350414b45322b2d503338342d5348413531322d484b4
4462d5348413531322d484d41432d534841353132205465737420566563746172730
60000000VVVVVB636CcH69656e740600000000000BVB7365727665726100000000000
000040ff0895ae5ebf6187080a82d82b42e2765e3b2f8749¢c7e05eba366434b363d3
dc36f15314739074d2eb8613fceec285397592¢55797cdd77¢c0715¢cb7df2150220a0
119866486af4234f390aad1fb6addde5930909adcb67a1fcOc99ba3d52dc5dd6100000
000000000B4c72cf2e390853a1c1c4ad816a62fd15824f56078918f43f922¢ca21518
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f9c543bb252¢5490214cf9aa3fObaab4b665¢c10c38b7d7f4e71320317¢d717315a79
7c7e02933aef68b364cbf84ebc619bedbe21ff5c69eadf1fed5d7e3200418073F406
1000000000000000421382eef464a2c9aecfdf4b81d25c4de2de113bab7405ce336¢
762c69217ae7e27bda875144140d7536¢c4ccO8b9b4dace5f872a6a2ed57134042688
ad3c5d446c187dcOcaf9cea812df3a4dd6fdbc64b9d7d7d7ff4bf6965abb06eeb108
d55ee610000000000000004d72e11eee332305062454c0ab58b8103a3304785d4455
10cd8d1081e9cb44cfb159¢ch7b72123abaf719ab1c42e0558c84c14b0886e8b446e4c
880bff2f4b291fafafc748cb4115824e66732bdeba7fae176388e228ab9d75462559
94ca3fb5a526100000000000000043¢cb63f5fcb573cf3e2eed4Bbcas5fbc1fO0ff2554
caab3790329184c45ed69¢c39b2e1323bc13¢c8f821b844feb5921b1470e7b3f70bd10
508e5de6b6db157305badf820fa28d68742d8287fb201383a8deec70d5bcf2a61498a4
81290ed8cc94ab3a06100000000000000V468604d188f4das560ddaaece126abeddf5
de255f8af093c7¢c3aff71f95d9092804426127d73d46a817085e9095debbcf30733a
5124a98f567148efe92a71349940c7244623247d33a8b78cbc9a53¢cd45bb2243031
8a635084d1840c905f236c83000000000000000b8d44a0982b88abe19b724d4bdafhb
a8c90dc93130e0bf418062810992326da126fdB1db53e40250ca33a3ff302044cho
K_main = Bx571af2e9%9abbf4b354cca18d713f8a84315a46c999ceb92caba88b8abd
615795140862dbccd6fdcOabecc5956c43f8ab40343a22fc1b91752cb7¢c2737dab90
41e

K_confirmP = 0x6c8c7fcbbecf3bcB7f081b4f7f867bec76fd8eeddbd7968356723
bae701e04f35f800e647dfab13b2876958efebBceb68e7595bad6f1deBb17adfco2dfe
3f18a18

K_confirmV = 0x2d0c9702a0f5536bacddd596eb6ea365d17f176db30081b97b83e
05bb87e9a36c0565b7616251¢c93bc76c76fc5¢c3531a28db40779d986d4e7b71a24c4
3fbc731

HMAC(K_confirmP, shareV) = 0x7f806ae56ea3e49a8b16ffee528086489418913
6411529d50ff92aa456ad4648e5221f9540b403bff6bd94eeladc95¢c7d1b2666f7bab
f9¢c10748bc7bfb4181d27

HMAC(K_confirmV, shareP) = @x8daa262decb79cceda4421f4f8dacf22ec027co
8e036T071beea563c8e00813a29807963ff9d7d6bbff48dd5bdcdd9cadfd7ffc272b
162258d981913f7253dcb

K_shared = 0x31e0075a823b9269af5769d71ef3b2f5001cbfeB44584fe8551124a
217dad078415630bf3eda16b5a38341d418a6d72b39601818a0926f0de88784b59d6
a694b

[Context=b'SPAKE2+-P521-SHA512-HKDF-SHA512-HMAC-SHA512 Test Vectors

[idProver=b'client']

[idVerifier=b'server']

wl = Bx009c79bcd7656716314fcababe2c5cda7ef86131399438e012a043051e863
f60b5aeb3c101731e1505e721580148535a9h0456b231b9266ae6fff49ee90d25f72
f5f

w1l = 8x01632c15f51fcd916cd79e19075f8a69b72b0099922ad62ff8d540b469569
f0aab027047aed2b3f242eabac4288b4ed4dbbade5946d8ad32b42192c5aa66d9ef8e
b33

L = 0x040135072d0fa36f9e80031294cef5¢c3c35b882aBefa2c66570d64a49f8bec
6c66435bf65bb7c7b2a3e7dece491e02b4d567e7087dbc32fedfae8at417dcb50beb
d704012a194588b690e6d3db492656f72ddeaB1fc1c7fcecdf5d34a5af0102939f6f
deae39c20cff74fcdb7f09855f0fc9520d20b0520bBbO96b8d42¢c7c3d68b4ab6f751
X = 0x00b69e3bb15df82c9fanB57461334e2c66ab92fc9b8d3662eec81216ef5ddc
4a43f19e90dedaa2d72502f69673a115984ffcf88e03a9364b07102114c5602cd93c
69

shareP = 0x0400a14431edf6852ff5fe868f8683e16e9e0a45d9e27f9a96442285a
c6b161fcObf267362a5ffb06f9chd14b7a37e492146d77caed4c77812df00a91dbaed
9e27e1fac0PaeB19317ef9768548325bca35ce258e6206feB3¢c6338b2eb889d09dof
11400a36cf6328a7e1f81c6c7a2af7ff1d9b5210768318F27e57b75b39b9fbfc7b37
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a60ab

y = Bx0056d01c5246fbde964c0493934b7ece89eatd943eb27d357880a2a2202249
9e249528c5707b1afe8794c8al1d60ceedaeced96dd0dd904eaB75f096c9fec5da7des
96

shareV = 0x0401aab5afof3027f63b7170572db5ff06dd1f3d6ea8ea771b26b434fb
bc6c9de7d80975131¢c9¢c2e94d30cBed2d62449¢c4c1b7e95037a85ed7598e415a2591
26365e89500d012156b551b70416d719944736990f346f6f9bas4fbaf2f63e0987369
Obcf730582e0a7b03ffede50f5787b631d5021a94287f0a29a081b62b9f5a3bf393b
001b3

Z = 0x0401e3015bf2811891a518d342c63541294dc80eBee210e8220a5b9cab0d10d
77945724ef1185d739a62847fdada9da9b1bcabb9fa173fa551185c6084c3db26d3a
fPacB1f9356d01beebebd5ff026ca19f9df5d614355f3498816ac20b63bc936eed82
8a7039d1e17dba740471d9afcPeBb4427d65b2d27a57a87e42300004e2b4620c23c9
V = 0x0401058b21ca71e4439281579d6df3b86ae874d70742fe8eae2deb60e77e07e
6e1c31b9¢c277de36b38531f5b769e9e4030baB9258f510c83¢c5¢c21957610355ce920
1fe600672db35efd1dB903bc285d4e27e9fb4472¢c30f17118dfa028f182bc9361cbhHa
749f560e31b9c404624d24e68010f064101d4a1154e77be8f2105dbeb8bB349adb0e
TT = 9x38000000000000005350414b45322b2d503532312d5348413531322d484b4
4462d5348413531322d484d41432d534841353132205465737420566563746172730
600000000000000636Cc696567406000000000000007365727665728500000000000
00004003f061T38131b2ba2600791e82488e8d20ab889af753a41806c5db18d37d856
08cfaeB6b82e4a72cd744c719193562a653ea1f119eef9356907edc9b56979962d7a
a01bdd179a3d547610892e9b96dealeab10bdd7ac5aefcf75aa0f853bfd185¢cf782f
894301998b11d1898ede2701dca37a2bb50b4f519¢c3d89a7d054b51fb84912192850
0000000000000V400c7924b9%ecB1713094562894336a53¢50167ba8c596387688054
2bc669e494b2532d76c5b53dfb349fdf69154b9e0048c58a42e8edB4cefB52a3bc34
9d95575cd2501c62beeb650c9287a651bb75¢c7139a2006873347b769840d261d17760
b107e29f091d556a82a2e4cde0c40b84b95b878db2489ef760206424b3fe7968aa8e
0b1f33485000000000000000400a14431edf6852ff5fe868f8683e16e9eBad5d9e27
f9a96442285ac6b161fcObf267362a5ffb06f9cbd14b7a37e492146d77caed4c77812
dfe0a91dbaeB9e27e1fac00aeB19317ef9768548325bca35¢ce258e6206fed3c6338b
2eb889d09d9f11400a36cf6328a7e1f81c6c7a2af7ff1d9b5210768318f27e57b75b
39b9fbfc7b37a60ab85000000000000000401aa5af0f3027f63b7170572db5ffo6dd
1f3d6ea8ea771b26b434fbbc6c9de7d80975131¢c9¢c2e94d30cPed2d62449c4c1b7e9
5037a85ed7598e415a259126365e89500d0f2156b551b70416d7199447369901346f
6f9badfbaf2f63e09873690bcf730582e0a7b03ffede50f5787b631d5021a9428710
a29a081b62b9f5a3bf393b0B0O1H385000000000000000401e3015bf2811891a518d34
2c63541294dc80ebee210e8220a5b9cabB10d77945724ef1185d739a62847fdada9dd
a9b1bcabb9fa173fa551185¢c6084c3db26d3afBacB1f9356d01beebebd5ff026cal19
f9df5d614355f3498816ac20b63bc936eed828a7039d1e17dba740471d9afc0ebb44
27d65b2d27a57a87e42300004e2b4620c23c985000000000000000401058b21ca7le
4439281579d6df3b86ae874d70742fe8eae2deb60e77e07e6e1c31b9¢c277de36b3853
1f5b769e9e4030baf9258f510¢c83¢5¢c21957610355¢ce9201fe600672db35efd1d090
3bc285d4e27e9fb4472c30f17118dfab28f182bc9361c6a749f560e31b9¢c404624d2
4e68010f064101d4a1154e77be8f2105dbeb8b0349adbh0e4200000000000000009c7
9bcd7656716314fcababe2c5cda7ef86131399438e012a043051e863f60b5aeb3c10
1731e1505e721580f48535a9b0456b231b9266ae6fff49ee90d25f72f5f

K_main = 0xf672a73216568d20cc3433247bc43a3b875a421cbdba76cf1db8bfe57
2b658bf3f7a4ef8ccoff1f6a2827ff7b19860454b775a40970090401f3b36b7420407
16e

K_confirmP = Oxa211c60ea8d4b3b294bd6ca9515663b77f3caac28af3658b34fe1
512f25077f2f64b8de426caab62b4cbbdc9c2f8f12347993¢c8d57fdf68¢c177732d7d
da7277b

K_confirmV = 0x0e9bf6b9a37339144cb32a78a872f50b10839f81edabcB9a827dd
bb158c47162bec274af920cdf809f162b98fa701efebada26cdfbeac408b5a35b052
d18f0oc6

HMAC (K_confirmP, shareV) = 0xf@f5c903dfa42fe367659656a26058cd984b76a
8e91ae4d0fa4c13db149008e2ae57713fb230a627761174fefd263b9c10e9a4b6a37
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46cde59¢c5943040¢17133

HMAC(K_confirmV, shareP) = 0xa8f7ab43f3a800171d3a3fb26d742e1ed236c2d
5804ecd328f220a7d245cd2e3bfb6cB526983bff9229c94f70fe64ba9bb5a4dodc10
afcda64a4c96d4c3d81ad

K_shared = 0xd1c170e4e55efacb9db8abad286293ebd1dcf24f13973427b9632bb
c323e42e447afca2aa7f74f2af3fb5f51684ec543db854b7002cde6799¢c330b0B32ba
8820a

[Context=b'SPAKE2+-P256-SHA256-HKDF-SHA256-CMAC-AES-128 Test Vector
s']

[idProver=b'client']

[idVerifier=b'server']

wl = Bx9%9aad90c603cf16cecd4eed4dd81acd7a865130b28ccb6dB664ae2edf406aad7e
d61

w1l = 0x872be859cec1e78d191882bd9c2f032af018a25016813788fe8954bfffc58
c8e

L = 0x04d79a53698c5dd79e14b426e73b4a7f1b42469815fe24e8f53¢ceB1579e€902
eb198d59f05bc451¢c41826b88e3db5476a69e197fdf474c75b387f6d40361c3fda35
X = 0x9d39a3511a007a7d3febaf5555cf60301bcda503f2bf6634b2caf9e4fdo743
al

shareP = 0x04788218027ba4b17f7279ef0aef47a8733cf88b5bf65d6127ecadc78
b8aBf65b9001f7e54719fb63cB72ddd1e1ad4adfb376dde37bal1aa2082362b6c2cal4
a8e53

y = 0x9c3219841626325c68d89¢c22fb6c55611e3136442daa8b9b784db7242afff3
ed

shareV = 0x04c05953ea9d1cd6248b8c61becd7d55e46237526d8b1e23495ea7566
b7f6bc24b3dalcfb2e88a975fcfb5dc4e72b5cbea509b1cfdd1ef8f8195fa8bf2bds
caled

Z = 0x049444a17ad5909548a084fa182275a89a496ec6669bd08892aa9c64a512d4
0212147e6005bf1d510e3bbcfee8efc38243acaf4c5f2decffaf09341b1e330b0442
V = 0x0457a8919af393e2dal1de209a01fdda275eabBab682d8931bBebee1b9339794
63a25ccbcda1956a6a555706f0b062aa880617bd219d09391ad8576d3a73e9233f57
TT = 9x39000000000000005350414b45322b2d503235362d5348413235362d484b4
4462d5348413235362d434d41432d4145532d313238205465737420566563746727
30600000000000000636c6965674060000000000000073657276657241000000000
0000004886e2f97aced46e55ba9dd7242579f2993bb64e16ef3dcab95afd497333d8fa
12f5ff355163e43ce224eBbBeb5ff02ac8e5¢c7beB9419¢c785e0ca547d55a12e2d204
10000000000000004d8bbd6c639c62937b0B4d997f38¢c3770719¢c629d7014d49a24b4
f98baa1292b4907d60aabbfade45008a6363371f5168c64d9bd36034808cd564490b1
€656edbe7410000000000000004788218027badb17f7279ef0aef47a8733¢cf88b5bf
65d6127ecadc78b8aBf65b9001f7e54719fb63cB72ddd1e1ad4adfb376dde37balaa?2
082362b6c2ca14a8e53410000000000000004c05953ea9d1cd6248b8cb61becd7d55e
46237526d8b1e23495ea7566b7f6bc24b3dalcfb2e88a975fcfb5dc4e72b5cheas09
b1cfdd1ef8f8195fa8bf2bd5cale54100000000000000049444a17ad5909548a084f
a182275a89a496ec6669bd08892aa9c64a512d40212147e6005bf1d510e3bbcfee8e
fc38243acaf4c5f2decffafb9341b1e330b044241000000000000000457a8919af39
3e2dalde209a01fdda275eabh0a682d8931bBebee1b933979463a25cchcdal1956a6a5b
55706fBb062aa880617bd219d09391ad8576d3a73e9233f5720000000000000009aa
d90c603cf16cecd4ee40d81acd7a865130b28ccHd0664ae2e0f406aa47edb1

K_main = 0x6002dab6b2740056f2836ac0316ae9e02e2b24c5c109883136e90ed868
b2fcf62
K_confirmP
K_confirmV
CMAC(K_confirmP, shareV)
CMAC(K_confirmV, shareP)

0x857d0db7f5e06385853bf4b8abd43b5a
0x268c75933332157118063550c6bfe846
0xd340bc94a03feafd14491e316514ca5f
0x2b42d0fe76bcf9ccc208d06d60082196
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K_shared = 0xe832094adfc028bf288e49abh902fc208b7eeff084f259da7613c047
9869d4fc9

[Context=b'SPAKE2+-P256-SHA512-HKDF-SHA512-CMAC-AES-128 Test Vector
s']

[idProver=b'client']

[idVerifier=b'server']

wl = 0x56e0299ac95739b616a973276c1338e3651285345dde2f7faf74c25¢c0b50e
b9oo

w1l = 0x462fe5b522a17d3d35b27323113bdd252de9cbfdd6f264b35721bf59a9a74
fob

L = 0x040540332ffec8a2faa8d17ae6da5973c11e078b8c10c89fd6atf996726b802
3513eff2914c3ced64fbedd4e261438fbBeabef9fc1faef4balead780636faacibcel
X = 0x254dd22780eebbaf2464dd6a2bd026b46a34966d6933607f1be956314f74b0
ea

shareP = 0x049661cfdbBf7bd24b637f8d1d0f464c17f0b9c15129ea31156dcc581
da6c840240b275d72f28ea73a5¢c088c99d73896af24a5ae26e036eb2dedaf26e511a
243248

y = 0x695beec24305fhd5660bc200228598e7c¢891fdf60a55df4bdd3a57debc3847
4a

shareV = 0x0461f580eb3eb4b2f412d5c07491f360ad6e4492d8f23e346f0ba999f
bbcb9715a3¢c2485¢c3b250a6672e6698da3c9a9725645f607ee90a9b1b34fd44b9odf6
e551a

Z = 0x0406f77a4bca254219dc3eeca%9989f377037407105540bfddc5bdeff3d27a8
7d68442e69d543a000077bd4c42e339301890d29fb4be5e8dcc627f6811ace96c274
V = 0x0442952a531a2937e03808e74f6d65afbedb4ctb7fcf91991498f77db21b14
615c2249e727e374deB3132848465aba5c5ebfe6501d3537d09160c7f42e4b3f133d
TT = 9x39000000000000005350414b45322b2d503235362d5348413531322d484b4
4462d5348413531322d434d41432d4145532d313238205465737420566563746F727
30600000000000VBV636c69656740600000000000VBB73657276657241000000000
0000004886e2f97aced6e55ba9dd7242579f2993bb64e16ef3dcab95afd497333d8fa
12f5ff355163e43ce224eBbBeb65ffB2ac8e5¢c7be09419c785e0cab47d55a12e2d204
10000000000000004d8bbd6c639c62937b04d997138¢c3770719¢c629d7014d49a24b4
f98baa1292b4907d60aabbfade45008a63633715168c64d9bd36034808cd564490b1
e656edbe74100000000000000049661cfdbOf7bd24b6371f8d1d0f464c17fOb9c1512
9ea31156dcc581da6c840240b275d72f28ea73a5¢c088¢c99d73896af24a5ae26e036e
b2dedaf26e511a24a4841000000000000000461f580eb3eb4b2f412d5¢c07491f360a
d6e4492d8f23e346f0ba999fbbcb9715a3¢c2485¢c3b250a6672e6698da3c9a9725645
f607ee90a9b1b34fd44b9df6e551a41000000000000000406f77a4bca254219dc3ee
ca9989f377037407105540bfddc5bdeff3d27a87d68442e69d543a000077bd4c42e3
39301890d29fb4be5e8dcc627f6811ace96c27441000000000000000442952a531a2
937e03808e74f6d65afbedb4cfb7fcf91991498f77db21b14615¢c2249e727e374deB
3f32848465aba5c5ebfe6501d3537d09160c7f42e4b3f133d200000000000000056€e
0299ac95739b616a973276c1338e3651285345dde2f7faf74c25c0b50eb90

K_main = 0x111790ae23de3fc5bb43bdc1f63106461dbd8d86360adf056bf117164
8bfb231503853db2625275b7136b5a823dd5a94482514fce7f791c4daca2b21c7bde
756

K_confirmP = 0xb234d2e152a03168b76c6474d5322070

K_confirmV = 0x683d62024626febc5126ef4df58b88ee

CMAC(K_confirmP, shareV) = 0x0dc514d262e37470eb43e058e0d615f4
CMAC(K_confirmV, shareP) = 0xdeB876589efcd5d96c2ea6061d96772d9
K_shared = 0x488a34663d6be5e02590bb8e9ad9ad3edf580dec41e8b99ed4aedb?
34da49287638cac4c9f17fe3c3ae18ddadd6d7f14c17e4640d5a2aaab959efabcbea
4e546
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